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* MCQ Set — 55 Questions (with Answers)

(Safe Browsing * Cybersecurity * Social Media Safety * Identity Protection)

A. Safe Browsing — Basic Concepts

Y. HTTPS- AT S’ Dt AT FTa?

A) Safe

B) Secure
C) System
D) Software

/@@H: B
2. (FE fRarem ST Ted fo?

A)WWWlﬁCZI. QP

B) HTTP

C) HTTPS + 1 lock icon
D) Flash Player

voad: C

. ‘Phishing’ I?

A) STR-PIR (I FAT

B) (3 oI Aoy O §iR

C) BfF WG F4T




D) fofE8 @G T4

/W:B

8. fAtxa (F1RI® Safe Browsing-47 fAsw F 97

A) SISt s

B) STTARGINP SIRG G

C) eI Wi-Fi-(® 912 9131
D) Browser update <l

voad: C

&. Public Wi-Fi 373314 fNaToW 9 (&7
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C) B (3
D) 151 1eT X
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B. Identity Protection

. Identity Theft IEICO (QIATT—

IR ELRE

B) & 51® % §fF

C) 2N ATHAT

D) 2OGIANN AfITEA
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Q. Two-Factor Authentication CRTIYTH FII© A?

A) Account security

B) Keyboard typing

C) File printing

D) Computer shutdown
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A) (R1G & 29

B) GwI{Y

C) IV + 123

D) W% + MY + AOIFH
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A) Privacy settings <z 141
B) Password Manager

C) HTTPS I]XIq

D) (RPICS screen lock

vOad: A

0. Dark Web ATHTFTO IR0 I—

A) Social media

B) (Y T (ANUN
C) Online teaching

D) Video uploads

voad: B

C. Cybersecurity Threats

3. Malware é’f?

A) IF6 STFLSTR ATGE
B) HloBIAP AP0

C) COIAG GorIRA

D) SUIFMG6 (353

voed: B

3. Ransomware ﬁ pLI?

A) (T 51 ST
B) (57N 201 B



C) (O] A1 P Y& W F
D) fofG8 (2

voad: C
9. Virus QUId—

A) Pen drive

B) fpf*1e 2wl

C) WO THOSWIF
D) STl

v3ad: D

58. Firewall- g9 HHTN FTGT—

A) Screen protect Pl

B) Unauthorized access P Pl
C) Keyboard 3% a1

D) Printer sync <®dl

voad: B

d¢&. Antivirus software 490 XV—

A) (5T (YeT0o

B) 12eT PN PO

C) IR *NIG 8 AN PO
D) B ST« $4(©

voad: C

D. Social Media Safety
Y. IS YT HICHTH I JfF—

A) Networking
B) Fake profile
C) Music share
D) Photo editing

voed: B
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B) ST 2N WA /I
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A) Location always ON

B) 3] (TG Public

C) Strong privacy settings

D) &G Friend Request XY

voad: C

3. Impersonation IETCO (IATT—

A) G (14T
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C) FN ([T B
D) fSfG8 (A6 F<1

voad: B

20. Social media-C@ (FAG FYNS CTHF FAT Gf6© T2
A) TeIRY

B) T2 O

C) ATM PIN
D) T

v3ad: D

E. Ethical & Responsible Use
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C) oG8 Tes
D) Picture editing

voad: B
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A) B© NGOG FI

B) ©F W59 8 Wfge II=F
C) (I GGG

D) Anonymous (55
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C) SNEATRCN ST IO 1T

D) Password (*TT] <5l
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F. Safe Use of Web Services

8. Cookies IO Y—

A) Memory increase

B) User preference AHIY
C) Virus Q910

D) Screen clean ¢<0®©
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B) JTGMGe AR =W
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D) (NNfE BN
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Y. Pop-up blocker 4190 TH—

A) RSB/ AGHITS
B) I3 PN HA(O
C) BF IC A

D) Printer sync ®<0\©
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Q. Private/Incognito Mode 7990 IV—

A) History save NI 514 G}
B) &1 (N IO

C) (5T (4eT(o

D) oG8 ARHT FCo
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A) Only password
B) Password + OTP

C) Password 9t el
D) Public Wi-Fi login
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G. Online Scams & Fraud Prevention

. Lottery scam ATHTITO (HIYTH (RAT ATH?

A) Offline poster

B) Social media/Email
C) Restaurant

D) Cinema hall

VW:B

vo. Job scam foRT® I —



A) High salary without interview
B) Official email

C) Verified account

D) Proper documentation

voad: A
V). OTP BITAT ATTY (TN HFAT—

A) [N m

B) R rSei~<s
C) Gipis

D) PFIYer<s
VW: B

V. Fake App *TNI& BT ATH—

A) Low downloads
B) Negative reviews
C) Excessive permissions

D) Tl
v3ad: D

H. Children & Youth Online Safety

V. Parental control 4190 XA—

A) ST G5 (=19 19219 (W5 FH0o
B) RIGGF (*TIT®

C) (9Ife AreIte

D) (46 ™G JrGITe

voad: A

8. Cyber grooming LTINS HI4T H(F?

A) Frss
B) HH® AT e
C) OIS




D) 9%
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W ¢&. School cyber safety program-4<9 ST T—

A) Online gaming

B) Digital citizenship (*¥TICAT
C) Drawing competition

D) Sports
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|. Devices & Security Tools

VY. VPN 19190 T—

A) ZOIIAG PO

B) fNA1°M (NHS T (SfF FAT©
C) folb8 T Farte

D) TG WA AUTS

/@@H: B
04, (PG 936 security tool?

A) Calculator
B) Firewall

C) Paint

D) Media player
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Y. Backup AT GIHIH (FN?

A) PC I =105
B) (GBI XA (A T5H1
C) Anti-virus 5Ce1

D) (NG ™G dIte
VW: B

V. Encryption IR0 IT—



A) (GGl SJF5F© 14O
B) 27 4G5 FACS

C) Software install ¢d0©
D) Color AFTTSN FAC©

voad: A

80. CAPTCHA 91919 {—

A) NI AT FCO
B) PC TG $A(©

C) JFIGIR 6O
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J. Miscellaneous (General Awareness)

85. Spam mail ATYTITO—

A) @FgYf

B) QNIHI[ESF©
ORISERINGES
D) SJa*Fo
voad: B

82. Browser history AfI%a Fata—

A) Privacy 910G
B) (YN BIe] XX
C) RAM IS

D) Data loss R
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8w, (FG Privacy Issue?

A) Data leak
B) Music download

C) Calculator =19



D) Screen brightness
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88. Digital footprint 96109 (TATH—

A) V] "=

B) SWATR(N (Y S ©OT
C) G SR

D) TG
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8¢. Cybercrime report FATd GATT—

A) I

B) 1930 (RFATR(N
C) cybercrime.gov.in
D) AIKTeT
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K. Bonus Set — 10 Extra MCQs

8. (FINIG fNATHNGIF AT A TF©?

A) Email from trusted domain
B) Spelling mistakes in email
C) Verified icon
D) Govt website

/@@H:B

84. Strong privacy setting NTCN—

A) Public for all

B) Friends only

C) Everyone can see
D) Unlimited share

VW:B
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A) Password notebook-&] CT4T
B) 2FA

C) HTTPS browsing

D) Antivirus enable

V@W:A
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A) Data

B) Fan

C) Keyboard
D) Speaker
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¢o. Cyberstalking XTeT—

A) Physical fight

B) WNIT® WNAIRN NG/
C) (o1f3g

D) (5 (1K
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¢5. (FG WNATRA JTHIF YANTS?

A) Think before you click
B) > eItz {F<
C) WO T2 GIONEAG

D) Password share

voad: A

& <. Which one protects your online identity?

A) 2FA

B) Public Wi-Fi
C) Weak password
D) Fake profile

voad: A

&"9. Social media-49 (FIN OYT Criminals (I I F1I?



A) Birthday
B) Hobbies
C) Phone number

D) STIQTAl
v3ad: D

& 8. Anti-phishing toolbar 10 XT—

A) Fake website *INI1& FICO
B) Printer BI<IC®

C) (Y (Yl

D) Browser refresh <0

vOad: A

¢ ¢. Digital citizenship WY& Fld—

A) {17 19211
B) (o I=F
SRECRIGEIEEE

D) Tl
v3ad: D
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SAQ-1: Safe Browsing 9¢1CO Il (QRATT?
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SAQ-2: HTTPS 8 HTTP-AF YT T3y fAT

ICICE:

HTTP AW (ATCGIPeT, ™ HTTPS (HyperText Transfer Protocol Secure) (GBI
AN IR B N9 CoMCTrsy f[N*5© FCE | HTTPS STR06K S0y AL [
GEACERIGT

SAQ-3: Phishing 17

[CIRK: b
Phishing Tl G 20, J9T 1 feT% IR B &S (GBI (MG, I ©0)
B PR HORTTB (P |

SAQ-4: Identity Theft BI?

[CIRK: b
(P S O AYNS BGT OIF I3[@91 O (AN, (P, F1eF 020, BfF) TFIRE IR
SN FT A LS NS FACE Identity Theft I =TT |

SAQ-5: Two-Factor Authentication (2FA) I
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ATTSTTGT AP Gy 4ITovg Ao Ter (OTP, Authenticator App, Fingerprint) J&
B THFNGL0A [VAINST G AZH ST 2FA JC |

SAQ-6: Strong Password Cofdg AT Fl?

ICICE
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SAQ-7: Social Engineering I

CTCY: b
YIS AT mwsra}am%wm (I PE (NS (PN | (TN Aelron, ©F
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SAQ-8: Cyberbullying I6IT® Bl (IIATH?

[CIRK: b
NATRLA PIOCP NN, TN, SNfe], Fp@ M WNHF AN FAICP Cyberbullying
I =

SAQ-9: Fake Profile (PN ﬁW’?

[CICK: b
Fake Profile TIRI9 BT OT AR, FNBFTNRE, ANATZA SR 43¢ FIRIRfeTe FI1
=1 4fS {6 {7 IF o

SAQ-10: Incognito Mode I

0ed:
Incognito (Private) Mode JTOfGig 215G, FF5 8 TN (GOT T FA I, T SZ1a
RIROIRS) SIAC)

SAQ-11: Ransomware I
Kb
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SAQ-12: Parental Control Tools-49 \2|§I$I J?

Sed:
RIS TN BB, (TN I CHAT TS (NI (ATF SRF© YO IO
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SAQ-13: Digital Footprint 9109 I QIR IT?

[CIRK: b
AR ANAIRC ([ IS AT (TN 6 ST, (A6, FIN0, FIN2N
IS

SAQ-14: CAPTCHA-AF GTH{™T 17
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T A8 I6F N NPT [N I 79T W wey sifStary w471

SAQ-15: Public Wi-Fi (&~ JIf&oyef?
Fon

Public Wi-Fi-C© m NG5G NI, Man-in-the-Middle Attack, Session Hijacking,
Password Theft-49 (S |

1 LAQ (Long Answer Questions — -3
BEE)
* YTGeT I+ [ G g



LAQ-1: Safe Browsing-49 NS 8 BF g f[asifae T
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Safe Browsing-4<d Jfs:

o  QYNTG HTTPS ARG (I

. NS 8IS

e 2FATIRRI]

o THROHD [I0E [ N1 A1
« Browser/OS/Antivirus STI™(G6
o Pop-up blocker FIXI]

e Public Wi-Fi GOICAT

e VPN JI]RIF

Safe Browsing STT6O~®! GG JIIFIKIE M2 AN (ATF (N1 Y |

LAQ-2: Social Media Safety ? SN GiE NILTY

IZEF JF 8 JF51 (F1 1L FAT
Teq:

Social Media Safety R0l Facebook, Instagram, WhatsApp, X (Twitter) 2ol 2ATOHCY
g e 43¢ NI TR (|

AIfGE WrErTa




Fake profile

Identity theft
Cyberbullying

Online blackmail
Revenge porn
Location tracking risk
Phishing scams

Data leak

ST (SI*T:

« Privacy settings S3FSNI (6 FA1
e Only Friends mode 9JqXI9

o AGIAT request OITNT

e Location sharing I3 9141

o Strong password & 2FA

e Report/Block J§JXI]

S R RICACR G PG R o |

o« ®THE G Parental control

SIS WHITN N1l fA® 00 ool Wors &g |

LAQ-3: Identity Theft BI? 47 42, JfF 8
A STATLITIRT LT HAT

CLLE

Identity Theft:

IS N, B}, GreIRd, (PN, I O, Trory ARETG 29I §fF FR Ao
A

Identity Theft-49 44N

Financial identity theft
Social media identity theft
Criminal identity theft
Medical identity theft
Synthetic identity theft



ILH WTFNOL TP
T RS SIere-6 g

EHEIREG
AIET I B NANAY

P I commd N

ROfGoI NSl Ffoas 28T
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TG ATSTG
TR B [NG197@T (2FA)

. e T w2y R
« Privacy settings

Password leak monitor
WG feTzs/e JOTAT
VPN JI<9XI]

Identity Theft SFSTANY TITFHFIA TOFST STICHTY TG TF |

LAQ-4: Cyber Threats (Malware, Phishing, Ransomware,
Social Engineering) BTN HTAT 4R CIITAT (YTH
SASHIA QAT STATGAT HLAT|

ICTCY:

Y. Malware:

O THESWF T GOIRS HOoAS HA|
39T Antivirus, firewall, safe download |

R. Phishing:

O feTz/2TNe o ©27 5|
A IEHI: Sender 1%, suspicious link avoid |

. Ransomware:



(G0 A1 P Y[&ANT ]|

5T Backup, antivirus, unknown email avoid |
8. Social Engineering:

NI OGN BT OYT A AR
AP OTP (TS I BT, caller verification, J(HON9I |

SRR TN (ATF T (S YS9 ARG + IIZIFIRN STohol 122 Gl |

LAQ-5: PIe-fHraratna Sz~ fRarorard BIag
8 ST STATGAT HCAT

CLLE
BITCA&:

Cyberbullying

Fake account interaction
Cyber grooming
Inappropriate content
Excess screen time
Addiction

Privacy leak

AN

Parental control tools

Screen time limit

Child-safe browsers

School cyber safety education
Family rules for internet use

« Social media age restriction NI

YT NN G AT FERIAT AN N OORF AHONO OB
AT
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Y. Safe Browsing _P 8 (F?

Safe Browsing (T ZTOIRTAG I2F B ST (NG A& 516 BT, AT,
WY ©T, GRS 8 (TBIH 23K I

SIS

Gifoe ABT8G
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