SIBANI MANDAL
MAHAVIDYALAYA

Village + P.O. Namkhana

Dist. South 24 Parganas
West Bengal

Computer Applications
SEC-3, 4-Year Education Major

19: WIS ITS: CIRATH ]S UGS

] Malware: Viruses and Adware — .ﬂ?l?ﬁ%

foToe qisen fafes
Y. BT
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STPOSWICIS (Malicious Software T Malware) JfF | Malware ZCT I (FICAT TIPS
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Malware-gg 4N NIV

Virus

Worm
Trojan
Ransomware
Spyware
Adware
Rootkit

A3 KT Virus & Adware SCHCT SR A ITIRIFIAT (AN [GOIRA
FIIRD AT @A O] (F|

2. FEHGBIF GIRATH (Computer Viruses)
2.5 OIRAT B?

FNO0TF OI2A1 20Tl Self-replicating malicious software T G510 (ATATN 1 FIRA &
A RO <) 6N 1o BCA|

4G NI (@K OIRAHA VO3 NG B BLE AN 1260/ 60N BTy
NG|

2.2 TOBIF OIRAITHT (AT

o RUGP BN FACO A
o O] PR/ TS 2
. o IER

« (OO V2 1 AfRISN IR
. (NOSHT VLT TOTY

2.9 OIRATT DISNT TOIY

o N2 ALY (attachment)
e NI USB drive



e Cracked software

o BN(PH(HG STIIA20
. (FHET

2.8 fofHFIe w2 ars 49w g AfIo T

). File Infector Virus
P12/ AfFIFOEIA (.exe) HAGHMN© F(A|

v/R. Boot Sector Virus

TEREH/ (NN G120 J6 (TR Ep N FA— 6N 1] 20@ 4T (M|

v'9. Macro Virus

Word/Excel- g NPT (P0G B ANCH |

v8. Polymorphic Virus

AT FNTOCH IR (LGN PO |

v &. Resident Virus

fSBN RAM-9 03T (NG SE/F136 N6 Pl QO |

R.¢ OIRAT WIS THT

. JIPNOOF T =T T

o TR (AIATN IF T &
OMQY pop-up

. IR qHI/FEEET

e CPU usage (0O JI&AT

o Y(BAI software install REAT



. FOGIH ANHIGH redirect

2. OIRATCIF HfS

R EG R EEREl

. (OOIRHE

. AIGE FCEA T
. OYF FHO

. oS Feng wea

2.4 OIRAT YfSTary 8 Y561

WATGLGG Antivirus FIRT
STTARONE P134/[% NI (ATl
(N Q12 HIN FA1

Pirated TPLSIF IIZF N1 Bl
Firewall ST 14

IBEIRUS Backup

Operating system AATGE

w. Adware — fqGero-fAoa Ffoaa
AHo8WF

9.5 Adware ﬁ?

Adware Z(eTT INN THESTA TN IIIAFIANL WS FOT O fGorarst Afefie
RSB (Y|

N (A Adware (4 THESTT NN AS A6 IRIIFIAT GG (OO ST 34=
(I 8 VG0 FA|




.2 Adware-49 (IFTIET

o  JICGUH NSIFS pop-up
o IAFINEFO (NI 1o

e browser homepage RIEEICR
e random website redirect

e CPU/Internet usage _{ﬁ%
. JIIIFIAF browsing pattern 8=

9.9 Adware élwlta |%\9I3Cﬂ COITH

o free software bundle

cracked STFOSTIR
unsafe website
browser extensions
fake updates

9.8 Adware-4g9d JYIN 49N
V5. Pop-up Adware

{0 S pop-up TSBTH (AT |

v/R. Browser Hijacker

Homepage, search engine (T (MY |

V9. Tracking Adware

JRIIFIAT DG YA B targeted ads (AT

9.¢ Adware-a9 pf©

e browsing speed ®LN



A RRICACRIN GBS

« tracking cookies BIT NGEHIS
o fake ads- A< WIYICA virus STI*
. POGE WA I

.Y Adware 21|\'JC§ T4 OATH

o oM IoOIF 1924

e pop-up blocker

e unknown extension SOITAT

e Adware removal tool

o Very carefully free PGS install BT
e browser reset

e systemscan

8. Malware, Virus {43 Adware—.ﬂ?l?ﬁ?
QAN AP LI

IGEE Malware Virus Adware
Sea] (T (AT FOPS Self-replicating harmful fRGEIANN (ML HhoPdq
N ARG code EREORBIES
o R e iegle e SRR
AL Ffo @ﬁ% PICOT g SIRA/MCON Ffo fRearae, tracking, privacy leak
ANGFIT PUNS FON Antivirus detect Pop-up BT =S (M4 ¥

¢. IS 5 TIHT

o  IA(BLOY Operating system
. &= Antivirus
o Safe browsing

. QG A (S N a1
o Password + 2FA



e Regular backup

«  Software QYIS SHFHTA (I (ATH TGS

Y. ONHRIT

Malware- 3 (& Virus 432 Adware TGP (GGG GIIRTNT STCHTH STLET &
FOoPT TNF | OI2ANT HTCENE WAOTBATONI KT B, ST Adware FIIIAT
(NN TGN HF(F 12 fFGer2 s q FF (M|

SO, NI browsing DTGNS, fNEN® SHTTE 43¢ &N NSl TFESTE
JIZI WHTCNR 2 NP (ATH NG 561 FA1 HAS{ |

VIR TA WY it onfa—

1 €0+ MCQ
1 SAQ + LAQ TS

[ G AT WY (6
1 PDF/Word 121

TG “Malware: Viruses and Adware” RICTF 827 WfSfa@ ¢o+ YN MCQ (S@aAX)
AN BT 0TI
R ST FEACYRYRATEAT AIHIE Gy GATIN A2 L (AT MCQ- 4]

RS T

* MCQ Set — 55 Questions (with Answers)

(Malware * Virus « Adware * Cyber Safety)

A. Basics of Malware

Y. Malware 9109 ﬁ CqAITN?



A) GHNFIF TFOSTR
B) FoPIgP AFOSWR
C) Bf] afSGd

D) (5T TPo8WIE

/@W: B
2. fAt5a (@O Malware- a3 HF1E?

A) Virus
B) Worm
C) Spyware
D) ATl

/@@E:D

9. Malware-A9 &1 STH*IT—

A) SICEN o 41

B) 3l 41 1 0T i
C) oG8 (o <1

D) ITBIR IIBICAT
v3ad: B

8. Malware (BTN NIHTTN HUI*T FHCO ACI?

INER G|

B) USB

C) (T TFOSWF
D) QT

v3ad: D

B. Computer Virus
¢. SIRAT JI?

A) Self-replicating harmful program
B) Printer driver
C) Antivirus part



D) Search engine

/W:A
Y. OIRATT QUITS (N6 ATIG?

A) Host program/file
B) Pen

C) Mouse

D) RAM

/@@E:A
q. (PO OIRATHA THT VA?

A) System slow

B) Strange pop-up

C) File disappearing
D) Faster performance

/@W:D

Y. OIR AT ATHTATS (FIATT FfFTH A

A) Executable files (.exe)
B) Wallpapers

C) Notepad text

D) Keyboard

v3ad: A

&. Boot sector virus SIep VT FTd—

A) Printer

B) Hard disk boot area
C) RAM

D) GPU

v3ad: B

0. Macro virus ATYTTO N[ H N T HFTd—

A) Photoshop

B) MS Word/Excel files
C) Calculator

D) Browser

voad: B



C. Virus Types & Behavior
9%. Polymorphic OIRArT—

A) G2 0N AP

B) TSI TG (FTG IO A
C) ©Y fofH8 WA@Y F(F

D) % el

/@@E:B

. Worm 4<% Virus-4gd ﬂTzﬁﬂ'—

A) Worm self-replicate PLCO AT T
B) Worm host program QG2 QU
C) Worm AT

D) Virus network-& QUM I

v3ad: B

9. Resident virus IR HTI—

A) CPU

B) RAM

C) Printer
D) Keyboard

voed: B
8. Stealth virus—

A) R0G 11 A0S
B) fNTG(<s sfcy Ay

C) (I HGS PIRe] NP N B
D) Self-delete (<

v3ad: B

S¢&. Multipartite OIRAT SIIH VT FI—

A) (RJT file system
B) boot sector + file system



C) (<1 RAM
D) (<< network

/W:B

D. Malware Spread & Infection

Y. Virus ATHTITO QUTH—

A) Network

B) USB

C) Email attachment
D) ATl

/@W:D

4. Safe browsing NT #CT OIRATH HTI*T FATO ATTA—

A) Pop-up ads

B) Fake download links
C) Phishing sites

D) A3l

v3ad: D

Sb. Cracked software TEITN (I RUId—

A) Antivirus

B) Malware

C) Game score

D) Network speed

v3ad: B
Yo, OIZATT WEHNTT (FRO TA?

A) File corrupt
B) OS crash
C) System slowdown

D) SR3TTl
v3ad: D



E. Adware Basics

20. Adware-QF Y& STH*IT—

A) Speed i’ﬁ%

B) fRSa1o= o7*f
C) RAM 1OTCAT
D) Firewall BIeTIC~T

/@@E:B

). Adware ATHTIFTO SITA—

A) Free software bundle
B) Official website

C) Government portal
D) Antivirus

/@W: A
2R, Adware (FINIOF G Ffoda?

A) Privacy

B) Browsing speed

C) System performance
D) A3l

v3ad: D

R9. Adware g9 T (FHO?
A) {35 cobr

B) Excessive pop-ups
C) High CPU temperature

D) Printer speed ?ﬂ%
vSed: B

F. Types of Adware

8. Browser hijacker—



A) Homepage AFIEN I
B) RAM 3% S

C) CPU upgrade #Cd

D) Antivirus install

/@W:A

&. Tracking adware NG| PLd—

A) PC cool dIC¥

B) Browsing pattern collect U
C) BfJ Iy

D) MS Word run

V@@E:B

Y. Pop-up adware—

A) File system modify

B) Random advertisements show
C) Network disconnect

D) Hard disk clean

v3ad: B

24. Adware HfoFg FIFT—

A) Data tracking
B) Privacy leak
C) Virus entry gateway

D) JJ3TeT
v3ad: D

G. Virus vs Adware

VY. Virus 9% Adware-g9 JLTN ATAFT—

A) Virus harmful, Adware mostly intrusive

B) Go¥2 OHFIAL
C) Adware self-replicate ®C]



D) Virus ads (W4T
/W DA

. W%self-replicating?

A) Adware
B) Virus

C) Website
D) Keyboard

/@@E:B

vo. (FINB tracking cookies qJIRI] PLH?

A) Boot virus
B) Adware

C) Worm

D) Ransomware

/@W:B

H. Detection & Prevention
Y. OIZATT NG FATO (FA6 AICHTT FILHA?

A) Calculator

B) Antivirus

C) Speaker

D) Keyboard cleaner

v3ad: B
w2, Adware HFSTATTY AITETY GIBId—

A) Pop-up blocker
B) RAM reset

C) Screen brightness
D) HDD format

vOad: A

V. Virus/Adware infection Sj|\ﬂC§ [£3] @TW%W’)



A) Regular update

B) Cracked software download
C) Public Wi-Fi banking

D) Unknown extension install

/@W:A

V8. Virus removal tool—

A) MS Excel

B) Windows Defender
C) vLC

D) Paint

/@@E:B

O ¢&. Browser reset LA T A—

A) Adware

B) HDD

C) Scanner

D) Printer issue

v3ad: A

|. Advanced Malware Concepts

VY. Logic bomb L3

A) Timer-based malware
B) Antivirus type

C) Firewall

D) USB tool

v3oad: A
V4Q. Rootkit IO RA—

A) Malware cJPIC©
B) Keyboard clean

C) File print
D) CPU boost

vOad: A



VY. Spyware JeTO—

A) NG (A
B) Printer Bl

C) RAM J10TY

D) Video calls

/@W:A

V. Trojan BPIYG] BTd—

A) Useful software (RIATY 5o B
B) Virus delete

C) Audio record

D) RAM optimize

/@W:A

80. Worm 4TS QOTT—
A) (NHSTTH

B) Printer cable
C) Headphone
D) Camera

v3ad: A

J. System Symptoms

8). Virus I Adware qTI*I $qT—

A) System fast I
B) System unstable 23

C) RAM clean *¥
D) Picture improve

v3ad: B

8. Browser redirect infection SJo<d—

A) Virus
B) Adware



C) HDD
D) Fan

/W:B

8. System crash TS ATTI—

A) Boot virus
B) Power cable
C) USB charger
D) Keyboard

/@@E:A

K. Safe Practices

88. Virus/Adware 9ITO OITEAT AN OITH—

A) Email opener

B) Clicking unknown link

C) Download from trusted source
D) Install cracked software

v3ad: C

8¢. Strong password ATRTYT HLd—

A) Video call

B) Malware entry reduce
C) Printer repair

D) Battery save

v3ad: B

8. Firewall block #Td—

A) Unauthorized access
B) Wallpaper

C) Games

D) Audio

vOad: A



L. Miscellaneous

84. Phishing combined with virus is called—

A) Hybrid attack
B) Boot process
C) Spam

D) Debug

/@@E:A

8V. Adware ATHITS (RYT IT—

A) Cracked software download (e
B) Calculator BTeTlCe]

C) Word file save <0l

D) BIOS update AT

/@W:A

85. Virus signature SIIATHB (T G2

A) TN VST [0S
B) (5T BIeTIt®

C) B srere

D) (NG GIt®
v3ad: A

¢o. Malware analysis M XVA—

A) I3 FIEAVE JATS
HRICALIS]

C) folG8 IITe

D) RAM (55 F40©

vOad: A

¢). Cookies ATHIFTO—

A) Tracking-49 G«J jq\9
B) Antivirus
C) Printer tool



D) Game

/W:A

@¢R. Virus AV (FIYTH WNH AT HFCO ATD?

A) Executable file
B) Mouse

C) Fan

D) Charger

voad: A
¢\9. Adware W% ﬂwllﬁ_\o PL]?

A) Browser
B) File system
C) CPU fan
D) Keyboard

/@W:A

¢ 8. Spyware + Adware GIBATCY YTHTT—

A) Double tracking
B) System faster
C) Virus cure

D) File safe

voad: A
¢ &. Malware HfSTATYT T BIF—

A) STTEO~O! + (N9 IR
B) Random clicking

C) Cracked software

D) Public Wi-Fi

vOad: A




1 SAQ (Short Answer Questions — \9—-¢
~qq)
* Y A+ NGeT GgF

SAQ-1: Malware 1?7 SRIZATAIS |

@@a :
Malware T Malicious Software (1T JNN SpOPIAP (ATATY I OO, (N2 T
(NHSTMH TNYCAM® AN B 16 A

CAIZAT: Virus, Worm, Trojan, Adware, Spyware, Ransomware |

SAQ-2: PO BIF OIRATH II?

@@a :
PFCEIF OIRAT R(AT Self-replicating IV HHoBIEP (PG TN AT HI2A T (ATATT
TS (T 8 (I A2 (NHSTH I USB-IF NN FOT |

SAQ-3: Virus g3 Worm-&d NTYT ATAFT (TTAT|
W:

o Virus: Host file/Program RQINoI ROITS ATCI |
e Worm: Host (TN RoIR (NoSTFH Self-replicate PO AT

SAQ-4: Macro Virus I

CICY: b
Macro Virus Microsoft Word/Excel- 9 ITER! (PTG P AMH A9 BRI NN
RUNI




SAQ-5: Adware I

ad:
Adware ZCeT [TBIHN-[OfEF HOFT TFLSTR T AITIFIANT WYN1© QMG12
Wfofd& ads (AT, browser redirect P <% e browsing data 3R B

SAQ-6: Browser Hijacker I
Seq:

4B Y0NS Adware T browser-£< homepage, search engine < new tab CACERIAVEIC
o Z o .
AR PLI WGP ARG redirect B

SAQ-7: Virus ATHTTS eI ®QUoIN?
W:

USB drive

Email attachment
fSFlcracked STFLSTIR
Suspicious website
Fake downloads

SAQ-8: Virus TSNS o~ o a6 farrari
W:
. PCER=SW

o MY pop-up
o I3 corrupt/ LR TS

SAQ-9: Polymorphic Virus I



@@a:
A6 I~ O3S 1 AT FNTGCP T3 0 ATTION B, T antivirus OICP TR
NG FICS I |

SAQ-10: Adware (P HfoPg?

Ced:
4fe pop-up (MY, system REEIS] privacy leak BT, browsing data AR P AR AP
ST Virus ATICHE gateway (oI P |

SAQ-11: Antivirus eI Orzdars AN HFCH?
IEE

Virus signature database, heuristic analysis, behavioral monitoring < real-time scanning 4<
WILITN OIRAT NG B

SAQ-12: Spyware B1?

Spyware ZTeTl NOEWITE malware TN AIZFHFIAF OGS, Bl-C2H, ATHSTNG, BfSFTS
O ALAR F(AI

SAQ-13: Pop-up blocker (BN qJIRN] AT IH?
W:

Adware BT COfs SNTPINGF® pop-up TSI TEFITO ¢ INSGe N7 4TS
Pop-up blocker IJIRI] PRI R |

SAQ-14: Virus HfStamcea %o ©omrs ferr



CLLE

o  IANTGLLWUY antivirus IR
o Suspicious TIR/feT JOTTAT

SAQ-15: Logic Bomb 1?

[CICK: b
35 4ATNT malware 1 RS STNT 1 *1S 279 (A A ST (T O FI|

1 LAQ (Long Answer Questions — tr—3
BED)
* [ ¥+ WG GgF

LAQ-1: Malware I Malware-49 ALV 49N
HCATONT HTATI
W:

Malware (Malicious Software) XCell NN FroPIIP APOSTIF Al FO0IA A (NHSTTH
WNCNMOOITT ATI* BI TN, (GOI T BIZIIIAD (NHNNTOT e A

Malware-49 ALV 4TS

3. Virus

Self-replicating harmful code T TI2eT/(ATATN LR B |
. Worm

Host file QIGIR HTJ‘G?IT@%W 4<% system resource (YT (PCT|



9. Trojan

GNP TREIF N Z(AS 6 GO malware I=4 A
8. Spyware

(ST JIRIIBINIR O, BI-CHIF, TSSO NG P!
¢. Adware

WS [ABIHNN (AT 432 privacy leak FCH|

Y. Ransomware

(GOI &1 P Y& 5|

4. Rootkit

Malware JfRpC LTS IO 2|

Malware 2Yf&FTS, AT & ATNGE Foq AL G|

LAQ-2: Computer Virus I? 97 (AT, APIATON GRR
RS LT FCAT

Ced:
Computer Virus 2Tl Self-replicating malware X1 124, (ATATN T FHTBIN T AT O 72
A

tafrEr:

o NG BN FACO AR
o host PIR(ETF NLITN RO
. @corruptw

. Pt sE

Ka CAEISC



File Infector — .exe 1361 ST&p N |

Boot Sector Virus — HDD/Pen drive-&9 boot area SN |
Macro Virus — Word/Excel macro [N |

Polymorphic Virus — (PINY A< detection SOTH |
Multipartite Virus — boot + file SO SN |

RIS -

« (OOl IEICAT
e OScrash

« TSI unstable
. (NOSIH ST
. WYE WS

Virus fOfGo I71T IF0 WFod ZF|

LAQ-3: Adware B1? 9 4, FILAL, HfS 8
AFSTATY YN FCAT

@ea :
Adware (T I TFHSTR I N NRFOONI BIZIFAE ST (TSN
(M4IY| ﬂﬁ? free software bundle T SINITHT website (TH CH|

g4

e Pop-up Adware — screen-& pop-up ad|
o Browser Hijacker — homepage/search engine IWCeT (MY |
« Tracking Adware — browsing habit [T |

Zﬂ'ffﬁ' SIGIE

e browser-4 script inject P;C
o tracking cookies 9JqRI] B(]
e ad network-4 redirect PC

wfe:

« browsing &



e privacy leak

« CPU usage 3@
e Virus install ST gateway Cofd

ﬁ%@T&':

e Pop-up blocker

Official source (YC<H software download
Browser reset

Adware removal tool

Antivirus scan

LAQ-4: Virus g3 Adware-9 NTYT QAT
STATENT FHAT|

Teq:
IGEE] Virus Adware
ST o/ fISaTo(= (AT
RUIIT 499 host file ATATGN free/bundled software
Self-replicating =31 Q|
(STofNTrer 2N TR QR
NG FIY Ho~ GINIIAF TG
Removal Antivirus Adware remover / browser reset

Virus FICBTNR fRfSeTel 56 0, WF Adware IIZFHFI data privacy 3 browsing

WO BOIH FHfoNHB HFH|

LAQ-5: Malware HfSTATY AIfFre 8 IS
fRarorer I3 [T FCAT

W:
Agfesre Narorar:



o  IANTHIGY Antivirus
Firewall &3

Real-time scanning
Anti-spyware/Anti-adware tools
System patch & OS update
Email filter/SPAM filter

IS f[RAarorgr:

. ARGNS [0F FF N a1
o Free/cracked software download =T <l
e Strong password + 2FA

o Unknown USB JI<]XIF T Rl
« Public Wi-Fi-C® eIk N1 41
o NS backup 4T

NS 8 I[P I A2 malware AFRSTIY TST|

(] Additional MCQ Set — 55 Questions

(Malware * Virus * Adware * Security * Threat Awareness)

A. Malware Basics

Y. Malware-g9 LT sz—

A) FOPHIP TPOSWE
B) GHNFIA THELSTR
C) NP AT

D) STOIA STFHTIF

Vo8l A
. ﬁ?ﬂ'ﬁ? Malware-g9 ¢IFIET VT2



A) 0N e Fa1
B) (GGl &3

C) e 3@

D) NGMI
vGad: C

9. Malware STHTATO (HTN NILTTT QOTH?

A) Internet
B) Email

C) UsB

D) AIBTedT

ACREHID

8. Malware-AF (TG AN 3z omsT—
A) Cracked software L) ICRH | (A

B) Secure website
C) Government portal

D) Offline mode-¥
VOET: A

¢. (/NG Malware N2

A) Word Document
B) Virus

C) Adware

D) Trojan

VACRE

B. Virus Concepts

V. Virus XTT—

A) Self-replicating code
B) 6 AT
C) Printer software



D) PDF reader
VAT

q. Virus active X¥—

A) (ATHTY BIe] 0T

B) Monitor on (e

C) Mouse ~NI\9ICeT

D) Keyboard BI2 (e

VGBS A

V. Virus (IO SN FTI?

A) File

B) Boot sector
C) RAM

D) AIBTedT

v88<: D

o. File Infector Virus ®II&p VT FTd—

A) .exe files
B) .jpg files
C) .txt files
D) .mp3 files

ACREH
0. Boot sector virus (FIN fGOI2TH ﬁﬁﬂ'ﬂ YICH?

A) Network card

B) Hard disk/Pen drive boot area
C) Printer

D) Monitor

v53d: B

C. Virus Types

3. Macro virus ATYTTTO QUIl—



A) Word/Excel file
B) Video

C) Music file

D) Printer QIR
v3ad: A

2. Worm 43% Virus- a9 AL 21T D7

A) Worm TG RUIY, Virus host BIY

B) Virus network-& Q9T w1
C) Worm harmless

D) Virus internet RQINOT BNGy PLS T
Vvoad: A

39, Polymorphic virus—

A) AFSIR FATGF ARION FR
B) 4T AR

C) ®Y PDF AN B

D) Printer BT

vSBd: A

8. Stealth virus—

A) Y9 ARG 41 ATY

B) fNTG<s sfcy Ay

C) &Y network card ST N HCF
D) CPU cool #(d

v&3d: B

S¢. Multipartite virus SIIEp VT $Td—

A) boot + file system
B) ®¥Y2 RAM

C) Q‘B{?i browser

D) ®Y2 GPU
v3ad: A



D. Infection & Symptoms

Y. Virus AL NTI] e THT—

A) Pop-up
B) System slow
C) File corrupt

D) G
V0a<: D

54. System restart AT ISHW—

A) Virus

B) RAM fault
C) Mouse fault
D) Printer issue

v3es: A

Sb. Browser redirect X¥—

A) Adware

B) Motherboard
C) Keyboard

D) Speaker

VACRE

3. Unknown extension install RTAT—

A) Virus

B) Adware
C) Spyware
D) AQKSTeAT

VACREHD

R0. Suspicious .exe file BIFTTET—

A) Virus AN

B) Battery increase

C) Brightness increase
D) Printer print

WACRE



E. Adware Concepts

2. Adware-aF HLTN STHT—

A) [Rea1o = (41

B) Antivirus update <Pl
C) OS upgrade <¢dTl

D) File cleaner BTeIIlT

VGBS A

. Adware ATHTLTO HNTAHA—

A) Free software bundle
B) Paid licensed software
C) Secure website

D) Firewall

vSBd: A

Y. Tracking adware—

A) Browsing data track #Cd
B) Screen clean (4

C) Fan speed 9Ol

D) GPU temperature PN

VACRE

8. Adware ATHIFTO (FTYTH (AT qTH?

A) Browser
B) CPU

C) RAM chip
D) Keyboard

WACRE

&. Browser hijacker (T FTOIO FTA—

A) Homepage AN IO
B) Keyboard GI2 <1



C) Printer BIeTICI
D) RAM AfIHIR
VACRE

F. Virus vs Adware

QY. Virus AT HloHaH software, ®II4 Adware—

A) [RGB (M
B) RAM JIGTY

C) OS clean #Cd
D) GPU (GG H(d

v3es: A

R19. @?Fﬂ%self-replicate FHCO AIF?

A) Virus

B) Adware
C) Webcam
D) PDF

vSBd: A

QY. (PG privacy leak ¥TH?

A) WordPad
B) Adware
C) Paint

D) VLC

vS3d: B

. Virus AIp VT HFqCO ATCd—

A) .exe files

B) Adware shortcuts
C) RAM block

D) CPU fan

ACRE



Vo. Adware ATHTITO—

MBS RIEEIS]

B) OS §© ®(d

C) antivirus delete B®(]
D) battery fix ®Ll]

WACKRE

G. Cyber Threat & Safety

0. (FINIG safe browsing practice?

A) Unknown link click

B) HTTPS website IIIXIH
C) Cracked software

D) Unknown USB q§]XId
ACREH

©2. Antivirus PISII ALHI (MA?

A) Virus detect #Cd
B) Virus create ¢l
C) Display bright <
D) Printer BTl
vGas: A

VY. Firewall block #Td—

A) Unauthorized access
B) Printer
C) Camera
D) Mouse

ACRE

8. Strong password ARYTHOT HFTI—

A) Virus oty
B) Battery charge



C) Display cool
D) Speaker quality

WACRE

V¢&. 2FA (Two-Factor Authentication) IO TH—

A) Account security INGIC\©
B) Virus scan

C) Keyboard clean

D) Display zoom

VACRE

H. Advanced Malware Concepts

VY. Spyware JeTO—

A) (TN NG B
B) Printer Bl

C) Pen drive charge #Cd
D) RAM IO

v3ad: A

vq. Ransomware—

A) Data lock ®Cd ransom BT
B) Free music

c) oY 3@

D) Text format

VACRE

OVY. Trojan horse—

A) Useful software (RIJTI malware install CH

B) Virus delete (<
C) RAM optimize
D) Camera enhance

ACRE



V. Keylogger—

A) Key press @G IR
B) Keyboard clean #(d
C) File delete B+(d

D) Photos improve

vo8d: A
80. Rootkit IO RY—

A) Malware cJ<PI0\©
B) OS install <0
C) GPU increase

D) Battery cool <0\®
v3ad: A

|. Infection & Detection Tools

8). Virus scan #Cd—

A) Windows Defender
B) Notepad

C) MS Paint

D) Calculator

VACRE

8. Adware remove ¥C9O AITd—

A) Browser reset
B) Screen bright
C) Mouse click
D) Speaker on

VACRE

8. System restore—

A) Virus damage FNCO ATRNT RS
B) Printer fix
C) Battery clean



D) Audio increase

VGBS A

88. Safe Mode qI9RId IH{—

A) Malware removal
B) Screen change

C) Music play

D) USB charge

VGBS A

8¢. Software update—

A) Security patch fRTI malware SfSTAY FCI

B) Battery reduce <®(d
C) Printer format
D) RAM delete

v3es: A

J. Miscellaneous

8. Data loss ATYTITS YTb—

A) Virus attack

B) Water intake

C) CPU cleaning
D) Hard disk drying

VACRE

84. Public Wi-Fi fI*regi«a S1997—

A) Weak security
B) Fast battery
C) Printer

D) Mouse

ACRE

8v. Fake antivirus TS 0 SITE S TA—



A) Malware

B) Utility tool

C) Genuine software
D) GPU driver

WACKRE

8. Browser extension risky TC® ATCA If—

A) Unverified ¥
B) Official ¥

C) Government (MY
D) School site (MY

VGBS A

¢o. Virus database update NI XTeT—

A) New virus detect 0 «T
B) Printer slow

C) Monitor dim

D) Keyboard hot

WACKE

* Bonus (Q% wIfefd &P)

@5. Email spoofing ATYTITO IR0 IT—

A) Virus R0I0©

B) Display enlarge
C) Keyboard analyze
D) Fan increase

Voas: A
@<. Cookies tracking (PTNIBH ST G2

A) Adware
B) RAM
C) CPU



D) Monitor
VAT

¢\9. Malware analysis CTUTH—

A) Malware FISII FIG] F O [[FCAFY
B) Battery charge

C) Display color

D) Mouse speed

VGBS A

¢8. Virus-4d ™It NTN—

A) Malicious code
B) Magic tool

C) Display driver
D) Paint

VAT

¢ &. Cyber hygiene 61T (qINTH—

A) =19 SRS Srosst
B) Food hygiene

C) Water cleaning

D) Floor cleaning

VACRE

1 gF ATord A:FF Y Qe

Malware: Viruses and Adware



Y. Malware — TERY graem

Malware (Malicious Software) ZCeTl N HIOFAF TFOSWIF T AIIFIAF
FPOOI/(NRIZS/(NESTH WS AN HCI OGN 1 (GO o FE|

Malware- 9 ORIRITS

Virus, Worm, Trojan, Spyware, Adware, Ransomware, Rootkit |

Malware-gq ATHTTY 75572

. (OO NBER

. CEw wrRsa =41
RIS NG B

. WYF FS FA1

IR A (T[S RO

. Computer Virus — YT 4T

FNOBIa OIZa F?

Self-replicating malicious code I S« IRS/(ATATN TS AT RO ]2 BN Ffo
I

Whﬁ@r:

. QUG S F00 AME
e host file ROl QU w1

. Wcorruptw

e 0OS W PO NI

OIRATCAF AITATON:

« File Infector — .exe 120 Y& 2T

« Boot Sector Virus — N6TFHS boot area SN

e Macro Virus — Word/Excel macro-(\® eJpI

e Polymorphic Virus — (1S IR NG PV QO




« Multipartite Virus — boot + file SON Q@ N F(J
AL NCTT OAT:
USB, IEQ TFOSE, EREG| attachment, CWf?fé‘{, infected STIIATR0 |

CIRATH SN THT;

System slow

Pop-up

File disappear/corrupt
Unexpected reboot
Processor overload

9. Adware — JeT T

Adware ﬁ?

RTRINN-OSF HOBTH TFOITNT I ANHIMGHW ads (4T, browser redirect ?CJ
“<R browsing data AAR FCS|

AN T35
o  WNOfF& pop-up
o Browser homepage ANI<I©

o Random website redirect

e Browsing speed ®LN
e Tracking cookies

Adware- 49 444
« Pop-up Adware — eI N (MY

o Browser Hijacker — search engine/homepage IWCeT (MY
o Tracking Adware — personal browsing pattern 33X R

8. Virus 9NTV Adware — ﬂTaﬁW



fagw Virus Adware
AL Fo/[H fIss19/ (M4t

Self-replicate =T Ol

IS BN File/OS Browser

O 1361 g, OS crash Privacy leak, browsing slow
AR AY  USB, email free/bundled software

&. BT V73T (Protection Strategies)

v &IOS I

e Antivirus + Real-time scan

Firewall Af&Y

Regular system update
Adware removal tool
Browser reset

v3ATIZES S5

e Unknown link/attachment T C4T<T
o Cracked software I[N Rl

e Strong password + 2FA

e Public Wi-Fi-(\® (eINHU« ] Bl
e Regular backup 9141

Y. ONAZF

Virus 8 Adware 762 fSfGo1 fRRT=aTa 3G ZNF—or2arst SIT6 N /ST FR, WK
Adware (ORI TETN HF(F I3 INGO8 WfOSTOT N FA|

SfF SR WIS, N1 JN6MGre 43¢ TS 6N S TGIea MHTN2 JT7d
ARSTAY FA AT |




aF *ffeld W Hg Q6

Malware - Viruses and Adware

>. Malware — 2fR© siF= 3. Computer Virus —
Malware @ SIS AN A IIAE Y 91
Drgas) CURBTI AL o Computer Virus = 1 #I1ST
fEue osfire WRTe @RfFe (@R[ S e Sol b ioathe e =
AR5 QAUTRIY 1) 14 @A AR I I3 i

: Vi Troi Ad o G [AAF VY TSR AR
LR Y lrUS,Worm, rojann, ware, . Self—replicate = T Browser

Ransomware, Rootkk : I€13 Hijacker ) sizenpiel SN <
HRTAFTCE I A1 - b, @EE, N, o Adware = Tracking Adware
Spyware, Akware, Adware 73 | o 2T IR . Pob-up Adware.

Browser Hijacker, Tracking

X. Adware — Y <1 ARG

Adware S48 SNIEE ¥<3d G4 GG =

SIRI6Y, AIRH A91d TIei® AR 9. 4[]

(G BN ), IPAL Y [ERISECYACHIE R VR BT
A7) . IR () « Fewe @ioF q@ouig @AEIZF Asware s
o Flle Infector -  Browssr I3z 3Jfe- Jed @r9® Adware g
o Boot Sector Virus ¢ IRIS G diFlel HETUS SHAPI (IS BIFICIHT

e Macro Virus » gvEf*]e cookies Rted @cw Qo AT Tl

. Virus 4137 Adware — i<
R - R Adware - %1
Self-replicate 929z I™ JeIAT A
(RT - ForElq ¥4 a& e Tw

&. 3[qP1 AT (Protection Strategies) @. I

v SRS 3@t V W 70 R ; Adware -1 ke e

v/ Ontivus & Reat-time / Unijoad password (e @1 -3 2 (I
scan / Safe browsing R T, A9 9 (OTF TS 14l

v/ Regular system update Srrafs® @M ABITR 915 7RI A0,
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